
01. THREATS FROM USING 

INFORMATION TECHNOLOGY

HOW TO STAY SAFE ONLINE

M1U1P1





REAL OR FAKE?



WOULD YOU CLICK IT?



WHY DO PEOPLE BELIEVE THESE MESSAGES?



WHAT IS A CYBER THREAT?



CYBER THREAT

•A cyber threat is 

something online that can:

• steal information, 

• damage devices, 

• trick people, 

• or cause harm



HAVE YOU EVER SEEN 

ANYTHING SUSPICIOUS ONLINE?



COMMON ONLINE THREATS

Threat Meaning

Malware Harmful software

Phishing Fake messages/websites

Password theft Someone tries to steal passwords

Online scams Tricks to steal money/accounts

Harmful content Unsafe or inappropriate content



MALWARE

Type What It Does

Virus Spreads when users open files

Worm Spreads automatically

Trojan Pretends to be safe

•Bad software



COMPUTER VIRUS

•Computer virus is a malicious program 

• It may cause the user to be annoyed or to cause 

damage to the data or the system 

• It needs user action to spread



WORMS

•Worms are malicious programs that can spread to other 

computers in the network by themselves 

• They try to find security system weaknesses 

Then quickly spread on the network 

and caused severe damage 



TROJAN HORSE

• A program that looks like a common program to trick 

users into installing and running

•Once it is used, it will start working to create different 

problems such as destroying the data or changing it



WHAT IS THIS?



WHAT IS THIS?



PHISHING ATTACKS

•A phishing attack is when a scammer pretends to 

be someone you trust to trick you into giving away 

important information

•Possible clues:

• strange link 

• urgent message 

• spelling mistakes 

• asks for password



WHY DO PEOPLE FALL FOR 

THESE SCAMS?









DISCUSSION TIME

DANGEROUS OR SAFE?



SCENARIO 1

Your friend sends:

“Download this free game hack!”



SCENARIO 2

School website asking for username/password



SCENARIO 3

Your account will be deleted in 5 minutes!

Click on the link below to login.



SCENARIO 4

Downloading app from official app store



SMART ONLINE HABITS

 Use strong passwords

 Don’t click suspicious links

 Never share passwords

 Download from trusted websites

 Ask an adult/teacher if unsure

 Keep software updated



ANY QUESTIONS?





AntivirusC

Software updateD

Phishing scamB

Safe website

1. YOU RECEIVE:

“CLICK HERE TO WIN A FREE IPHONE!”

WHAT TYPE OF THREAT IS THIS?

A



AntivirusC

Software updateD

Phishing scamB

Safe website

1. YOU RECEIVE:

“CLICK HERE TO WIN A FREE IPHONE!”

WHAT TYPE OF THREAT IS THIS?

A



BrowserC

PasswordD

TrojanB

Worm 

2. A PROGRAM PRETENDS TO BE USEFUL BUT 

SECRETLY HARMS YOUR COMPUTER.

A



BrowserC

PasswordD

TrojanB

Worm 

2. A PROGRAM PRETENDS TO BE USEFUL BUT 

SECRETLY HARMS YOUR COMPUTER.

A



password1C

T!ger2026#D

somchaiB

123456 

3. WHICH PASSWORD IS STRONGEST?

A



password1C

T!ger2026#D

somchaiB

123456 

3. WHICH PASSWORD IS STRONGEST?

A



Check carefully firstC

Share itD

Ignore warning signsB

Click quickly 

4. WHAT SHOULD YOU DO BEFORE 

CLICKING A SUSPICIOUS LINK?

A



Check carefully firstC

Share itD

Ignore warning signsB

Click quickly 

4. WHAT SHOULD YOU DO BEFORE 

CLICKING A SUSPICIOUS LINK?

A



FalseB

True

5. YOU SHOULD SHARE PASSWORDS WITH CLOSE 

FRIENDS.

A



FalseB

True

5. YOU SHOULD SHARE PASSWORDS WITH CLOSE 

FRIENDS.

A



CLASSWORK:

WRITE ONE WAY TO STAY SAFER ONLINE.



CLASSWORK:

WRITE ONE WAY TO STAY SAFER ONLINE.



THE END
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