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WHAT SHOULD NEVER BE POSTED ONLINE




WHAT SHOULD NEVER BE POSTED ONLINE




What Is Considered
Sensitive Personal Information?
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* Date of birth
* Marital status
* Occupation

* |P address

* Public social
media profiles

Sensitive Personal
Information

Social Security number
Driver's license number
Bank account details
Health records
Biometric data

Racial or ethnic origin
Religious beliefs
Sexual orientation
Criminal record
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HOW CAN FAKE INFORMATION SPREAD QUICKLY?
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Yuppraj Wittyalai Skool @

4h - £3
B URGENT: The school will be CLOSED tomorrow, due to unforeseen
snow storm. All extracurricular activities and sports are canceled.

Remote learning will also be canceled! Stay safe! &8 #h
#5choolClosure #NoSchool #5nowDay

O 75K 406 comments 383 shares
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Would You Risk Drowning for $500,0007 :  Watch This Video To Feed 1 Person In Need

153M views * 2 months ago 65M views < 2 months ago 133M views « 3 months ago 167M views * 3 months ago

| Spent 100 Hours Inside The Pyramids! . Every Minute One Person Is Eliminated : | Helped 2,000 People Walk Again ¢ 2,000 People Fight For $5,000,000

20TM views * 4 months ago 123M views + S months ago 108M views + 5 months ago 175M views + 6 months ago
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@ Mario Simic @ @ Mario Simic @
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Mona Lisa by Leonardo da Vinci feeling artistic today YOLO
my art... LOL

406 comments 3 ' ) 7. 406 comments
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TERMS

Attribution

Others can copy, distribute, display, perform and remix
BY  vour work if they credit vour name as requested by you

@ No Derivative Works

ND Others can only copy, distribute, diselay or perform
verbatim copies of your work

share Alike

SA Others can distribute vour work only under a license
identical to the one vou have chosen for vour work

(S Non-Commercial

NC Others can copy, distribote, display, perform or remix
vour work but for non-commercial purposes only,




Attribution

Others can copy, distribute, display, perform and remix
BY  vour work if they credit your name as reauested by you

No Derivative Works

ND Others can only copy, distribute, display or perform
verbatim cories of your work

@ Share Alike

Others can distribute vour work only under a license
identical to the one you have chosen for vour work

Non-Commercial

NC Others can copy, distribute, diselay, perform or remix
vour work but for non-commercial purposes only,
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*\What you share
online can stay

ACTIVE PASSIVE

fO reve r " Social media _ ( @' @ Search and

browsing history

Online forums and ; _
@ Sources of

Digital

Website forms and Footprint )
accounts @ @ Supply chain
~ Cloud storage and (/35 I
( online documents ( @ @ Shadow IT

Techslong



@swube SAFE YOUTHS

YOUR DIGITAL FOOTPRINT

What you post stays online
even when you delete it.

-
‘p . ...

Every click leaves a trace Buuld a digital story ==
you’ll be proud to look back on.

#SwipeSmart #YouthOnline

Visit cardtpconnect.org/swipesafeyouths . ‘ n

Stay Smart. Stay Safe Think CARDTP
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IS THIS RESPECTFUL?



« Friend Name v « FnendName

Lorem ipsum dolor sit
amet, consectetur adipisc-
ing elit. Non est ista,
inquam, Piso, magna
dissensio. Nemo nostrum
istius generis asotos
jucunde putat vivere.

IS THIS OKAY?




¢ Friend Name

K

¢« Friend Name

Lorem ipsum dolor sit
amet, consectetur adipisc-
ing elit. Non est ista,
inquam, Piso, magna
dissensio. Nemo nostrum
istius generis asotos
iucunde putat vivere.

IS THIS RESPECTFUL?
IS IT A PRIVACY VIOLATION?
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1\\; SCENARIO 3 - FAKE HOMEWORK ANSWER

O
* A student uploads fake homework answers to trick

classmates.

WHAT PROBLEMS CAN HAPPEN?



IS THIS SAFE?







QUESTIONS?




THINK

BEFORE YOU POST

T- IS ITTRUE?

H - IS IT HELPFUL?

| - IS IT INSPIRING?

N - IS IT NECESSARY?
K- IS ITKIND?

4 1o francia
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