Subnet Mask

Finding the Network Part and Device Part

O

&, AnIP address has two important partszw
‘ e Letwork and device.
IP Address iU 2 d@oudiAey: d@oulnSoune uazdouaunsad

Network Part Host Part 192.168.1.25 \J
(doulnSouny) (douaunsai) - g




Quick Review

Before subnet masks...

.

1. IP address
= digital address

Rogddna

W

.

(192 |- 168 |-[ 1 |-

A

)

2. IPv4

has 4 octets
Jds:noudoe 4 dan1aa

=

4

O
-
1010
1010
3. Each octet
= 8 bits
& doniaa = 8 Ua

What is the biggest
number in one octet?

o—’in:



But Which Part Is the Network?

An IP address alone is not enough

{@ Network? L ? J Device? J

192 168 1. 25

——— —— —— —— — - - —— - —— ————— —— —
- ———— — — —— —— —\

192 }168.1.25} [192.168 1.25 £192.168.1 25

&) dwluudoaunsai? |

k’;@) d7ulvufonsanie?



~ Real Address vs Network Address

e «—— Same idea, different system —— a0

REAL-WORLD ADDRESS COMPUTER NETWORK

-G ,
192.168.1.25

e e | (192.168.1 || 25 |

City / Street = Group location

Wioe/auu = w3ty Network Part = Shared network Host Part = Individual deviFe
" Network Part = nguiasaiy Host Part = gunsaiusiazin3av
@ House Number = Specific house
/

4 i@y = Qunsgﬁ Full Address IP Address ¢ |dentifies the network * |dentifies the device
: | e Same for all devices ¢ Unique on the network
Full Address - Complete destination e Example: 192.168.1 &= . Example: 25
YIEJUYN‘VNJGI = amnmaﬂmumo

[ ( f J Network Part = Area / Location | Host Part = Specific Destination | IP Address = Complete Address j




~ Two Parts of an IP Address -

- Network + Host Ol

Network Part Host Part
Identifies the network Identifies the device
B a 3 h R
Network Part Host Part
Identifies the group or network. Identifies the individual device
Sl R e e within that network.
aounuanmaqmsauwlhu e e e
o d@ounuanddugunsaiinsaviku

=3

- -
g One IP Address = Two Pieces of InformationJ
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~~ What s a Subnet Mask?

e The rule that draws the line
— | - = O N
‘ A subnet mask shows where the
network part ends and the host part begins.

Subnet Mask fAo dorikuadn d@dutnsadnasuasvlku uazdousunsaiicuasolku
- SRS

-
Network Part @ ( \ Host Part
(Identifies the network) (Identlf' ies the device)

N\

SUBNET MASK ,‘—T

/_ - -
Subnet Mask = The rule that decides where to split the address. }

Subnet Mask = ngnlvuuuaauua\) IP Address




- Subnet Mask Uses 1s and Os

= ° 1 = Network, O = Host N
= _ etwor os ) =

: ~ 255.255.255.0 |

i Y
NETWORK HOST
n 1 = Network Part u 0 = HostPart
L 1 = dounsoung 0 = dougunsai |

Subnet Mask uamﬁl'm?nl‘t‘Jue’buua\)m‘s'au"mW

( The subnet mask tells us which bits belong to the network
ua:z0atawudouvavaunsai J

t and which bits belong to the device.




4 What Does /24 Mean’ e

—_—/f_—oo The first 24 bits are network bits O_E

/24 means:
24 bits belong to the Network Part.
/24 Kuehv 24 bits usniwudiulnsSaung

mmnm /24

Network Part Host Part

e i — S

/24 = First 24 Bits
3 Octets = 24 Network Bits Are Network Bits
3 Octets 24 UauaviASouY

/24 = 24 unusnlUuabumsamu

& Network & Network A Network [ ] Host




_ Example' 192.168.1.25/24 oé\L

:_//_'—io Find the network and host parts

O —
_—

S
L IP Address: 192.168.1.25/24J

. 4

Network Part Host Part
F Network Part: | Host Part: N
192.168.1 Ll 25 /24 - First 3 Octets = Network

doulnsauny = 192.168.1 dougunsal = 25 ] /24 — 3 Octets usawudoulnsouie J

Em—



/ Wha

The address of the whole network

t Is the Network ID?

i ”

o

O

R

N T —
\

~

Network ID identifies the |

network, not one device. a

- = P - "o .- -
Network ID Ao naguovinsaune lulsaunsailnSovided
k.

-

Network Part
192.168.1

(unchanged)

A

~N

=

A

Keep the Network Part. |
Change the Host Part to 0.

1fiudou Network 13 udawasudou Host 10u 0 J

L

IP Address

192.168.1. 25| « wr=

Network ID represents
the entire network.

e
|

' 25-0
‘ e

(192.168.1. I L]

Network ID = d2u Network + Host 1Uu 0

Network ID = Network Part + Host Part Set To Zero

T\

./"

3 &

Network ID ununvinsau1g



- Find the Network ID raN—

= 192.168.1.25/24 _ N

4 \] / ‘ 7=
Step 1
o 192.1 68.1.25/24 J g /24meansthef'rst3octetsareNetwork $ W
% guadun 1
‘ /24 Kkneiv 3 Octets usnidudouASaing | ‘ ! 1 .
| l O F =
2} 192.168.1 | 25 Q:: H
. ol - Separate Network and Host ‘
L Network Part Host Part ) usnaou Network ua: Host Network ID represents
,‘v the entire network,
( o= g not one device.
9 1 92 ® 1 68 ® 1 e & _25____,: | Step 3 Network ID ununvingouie
- Cuh_?ng? H‘::'t Pag tc;O lildaunsaiinSovidus
wWasuadu Host Wu \_
192.168.1 |[ 0 JJ |
i
Network ID Step 4 @ Network ID = 192.168.1.0
1 9 2 1 6 8 1 O Network ID Found Network ID Ao 192.168.1.0
l J {aAn Network ID uad )
To find a Network ID: nmMsK1 Network ID: ‘ f
Keep the Network Part. @ tiudou Network 13 T '
Change the Host Part to 0. udswaguaou Host 10u 0 F




j: What Does /16 Mean? **\%\_

The first 16 bits are network bits

— -
P O e | 192 . 168 . 25 . 73 /16
16 bits belong to ® ¢
| the Network Part. E
o i 192 B 163 NN 25
16 bits usniudouinsonng i v # X Y ¥
\ ) Network Part Host Part L

8 — 2 Octets = 16 Network Bits ( @ ! \
. - 2 -a CIDR Comparison |
bits 2 Octets = 16 UauavIASOUNY -

- 3 Network Octets
A Network & Network Q Host E Host |

-> 2 Network Octets
/16 = 2 Octets 1ASouNYy

( @ Key Takeaway: /16 means the first 2 octets are Network. The last 2 octets are for Hosts.
Key Takeaway /16 KEiiv 2 Octets usniuddur$ovne | 2 Octets garmewudouaunsai (Host)




f Find the Network ID

= 192.168.25.73/16

@ 192 168.25. 73/16 | Q o wicnrem

duaaui 1
/16 Kuwiv 2 Octets usniudsulnSonne

O EIIE EEE o=

Separate Network and Host identify the entlre network.

[I_;..

:

Network Part Host Part usndou Network ua: Host /16 Ko 2 Octets usn

‘ 4 uannmnsauw

(3 152,168

"/ chk Comparlson

¥ Change Host Part to 0.0

|

|

|
| 192.168 ' : a 0.0 wWasuadou Host 1u 0.0 S 192.168._1.3
: ——— | - 192.168.0.0

( Network ID j  Step 4 | J
0 L 192.1'68, 0.0 J @ Network ID Found |

( To find Network ID ( /16 ): n1sKk1 Network ID (/16 ):
(@/ ’ Keep first 2 octets. 1AU 2 Octets usnld Q O

Set last 2 octets to 0.0. udsuasu 2 Octets kavidu 0.0

. g = Host Part = 0.0
[6A1 Network ID uds L GEB douHost=00



The first 8 bits are network bits o—\\:——é

o : =3
oO——

~~ WhatDoes /8 Mean? -

' o
/8 means: W [;I , ﬁ b
Only the first octet : Y :

is the Network Part. m 1 0 ' 5 ® 2 0 ® 1 5 / 8
Loctet usniudruinsoung i

/0

L J | 7
Y Y
Network Part Host Part
\_ , o4
N CIDR Progression
o = /7' — 3 Network Octets (192.168.1.0) |
— 8 bItS = 1 octet /24 - 3 Octets 1nSoUg
- This single octet defines - 2 Network Octets (192.168.0.0)
the entire network. /16 - 2 Octets \ASouw
\_ '4:8 = 1 Network Octet (10.0.0.0)

s /8 = 1 Octet 1nSoU®

( 0 /8 means only ONE octet defines the network. 1 % networkPart | LI L1 N @

/8 runeiviiwew 1 Octet NiutnSoune | moabe | Host Part

r dougunsai




Find the Network ID

10.5.20.15/8 -

10.5.20.15/8 O

e

10

UUOOUH 1

/8 KUBHL octet usniua uASoune
Network Part

5 2 O 1 5 @ Separate Network and Host

m ugnasu Network ua: Host
5.20.15 (Step 3

Change Host Part to 0.0.0

|

|

|
-
1 0 g o 6 0 | wWasudou Host 1u 0.0.0

(
|

Network ID | @ (Step 4
Q 10.0.0.0 | &0

@

L
T

:

/8 KUNBDL TIWY octet Lsn

@ﬁae

/8 means only the first octet

defines the network.

=3 (& - .
nwutnSaung

CIDR Comparison

'8 - 192.168.1.0

/2 . L] .
- /24 - 3 Octets 1AS2UY

3 > 192.168.0.0

/8

/1 . - B
- /16 — 2 Octets IASDUY

10.0.0.0
/8 1 Octet [CEERED

Keep the first octet. 1AY octet usnld

Set the last three octets to 0.0.0.

Key Takeaway: To find Network ID ( /8): ‘ NA1SsK1 Network ID ( /8):

udsw3asu 3 octets Kkavidu 0.0.0

9




- Can You See the Pattern? e

=720 /8, /16, /24 : =

O

A Bigger prefix (/24)
- more network, less host

1 3 10.0.0.0
B 2 | 2 maleess | [N e
g /24 3 1 | 19216810 — Ty
0 @ O i

=CAN

2 Network Octets,
B e - NetworkPart B,

2 Host Octets
/24 -
3 Network Octets, ; . Orange = Host Part g

1 Host Octet \

FQCIDR shows how many octets belong to the network. @
0 : l :l _J

CIDR udavoiudu octet Audutndovns




{ Find the Network ID} You r Tu rn °hﬂ\*—

g/j L@ M NetworklD | Find the Network ID o N
/ &N Network Part: | [ Host Part: & Network ID: ﬁ
€@ 192.168.25.73/16 | | ( | | |
9 192 S0, L AR | {A Network Part: 1 | £L:l Host Part: 1 [Q Network ID: J

| A Network Part: | D Host Part: Q Network ID: |
|

© 10.8.4.20/8 | 1 ) { 1

Pair Work: 2-3 minutes \ Write your answers clearly in each box. ﬁ
nvwulug: 2-3 uin [Weumaauavlugaviwikdaou




o Check Your Answers .
:___//:i Network ID —o O;F‘\L__:

b o 192.168.25.73/16 i —
Wr==ava 0
r— 192 168 | 25.73 W 192168 0.0 192.168.0.0 ¥
first 2 octets B — o Y ’ Correct Pattern Applied
are Network Network Part Host Part Netwc:rrk Part  Host Part (set to 0) * Iﬁ§UllUUQﬂﬁaDll§D
@) 192.168.1.45/24 —
— : I
rer— (192.168.1 45 wp[192168.1 O 192.168.1.0
@ first 3 octets \\ I — . ~ 41\ v # * Correct Pattern Applied
7 are Network Network Part Host Part Network Part  Host Part (set to 0) | GsUuuugndovudd
© 1054208 . EmD
.8.4. P . — — z ~ Q
e — 10 8420 w { 10 | 0.0.0 10.0.0.0
@ first 1 octet e e JL A v s — * Correct Pattern Applied
is Network Network Part Host Part Network Part  Host Part (setto 0) | [BsUuuugndavudd
( Network ID = Keep Network Part, Set Host Part to O (EEs)
Network ID = udou Network 13 udas26@v Host 1Wu O ..E._




A Same Network or Different Network" f’ry
J—; Use the Network ID WE

( Device A \ ( Devuce B \

= |

192.168.1.25/24 a ~ 192.168.1.80/24
Task: Are they in the same
network or different networks?
[ } Tonu 08lﬂSOU'\fJlOUDﬂUKSOﬂU&‘lﬂSOU‘\U" { J
P

Find the Network ID for both devices first.
k1 Network ID yavnvaoviasovriou
N J

o Write the Network ID for Device A and Device B, then decide. (
WWau Network ID yov Device A ua: Device B uasdvdadulo .

B




- Same Network or Different Network" 5:

# Use the Network ID o °—\_ -
Dewce A ‘ I ( Device B \
192.168.1 25/ 24 192.168.1.80/24
Network ID ( S W
ame Network
[ 92.1 68 1.0 ] LQ agindauidudnu [ 192.168. 1 ]
192.168.1 | 192.168.1 | 8
/
J If Network IDs are the same = w J
192.168.1 | 0O e Devices are in the same network 192.168.1 | 0O
N | e 2 01 Network ID siiouniu = aajm§ad1mﬁuaﬁuJ A\ l J

Key Idea: Devices with the same Network ID belong to the same network, [ Q \
even if their host numbers are different. .




(B Network Detective %

:‘__//_.—; o— Which devices are in the same network? —o "

+»—| Group the devices by Network ID Work in'palrs or small groups
il B il Lo a0 o e to classify the devices.
x=) vanguaunsaunagiasatialagdnu rvuludkdonduidniwadandugunsai

' S

‘\

Q Device A S Q Device B 1 ( G T ‘ P
B 4 | P W A

192.168.1.10/24 192.168.1.50/24 192.168.2.10/24 192.168.3.80/24

192.168.1 | 10 | 192.168.1 | 50 4 192.168.2 | 10 | 192.168.3 | 80

e P\
Network Group 1
L ks 4N . ' t = Y

S )

s

N —

— CO— ) , S
E kS N\
@ Network Group 2 e Network Group 3

Devices with the same Network ID aunsauniJ Network ID 1@eanu
belong to the same network. aglulaSaunaI0gdnNU




/L @ Network Detective .
J—; o— Which devices are in the same network? —o ;_\%
v—] Group the devices by Network ID ‘ @ Weekiin:pates or small groups
v=| _ . R e to classify the devices.
v=] vanaugunstunagiAsauiglaednu rvududksanduidniwadanauaunsai

Y S .

Q Device A ] ( G Device B ( G Device C ’ (
A & H & BH 4

192.168.1.10/24 192.168.1.50/24  192.168.2.10/24 192.168.3.80/24

192.168.1 | 10 | 192.168.1 | 50 | 192.168.2 | 10 | 192.168.3 | 80

.

\
N —

( Network Group 1 1 fe Network ;iroup 2 5 (é Network Group 3 Y
192.168.1.0 192.168.2.0 192.168.3.0

L(@ by JL @T

v

Devices with the same Network ID aunsauniJ Network ID 1@eanu
belong to the same network. aglulaSaunaI0gdnNU




:Jj/j @ Challenge Level: /22

== w—o Sometimes the line is inside an octet ——

/ 22 is harder because the split is not /22 snnnon
exactly between octets. wslduuuvagnaiv octet

4

cmnenen @ 192 . 188 - 35 . 150 /22

e /22 splits A Octet 1 Octet 2 Octet 3 Octet 4
inside the third octet o Network - Network B (Split Inside) iy Host B
“ . . i 192 188 . 150
® /24, /16, /8 uuvasvs:k>w
octets oghvdatu o 11000000 . 10111100 | 0010QO11 ! 10010110
® /22 udvogmelu A L % # E . % :
octet i 3 22 bits network & 10 bits host

ot e ] /22 boundary

U subnet mask
wlduuvasvs:Kiv
octets 1aualU

Some subnet masks do NOT
split neatly between octets.

/8 - clean split | (
/16 - clean split /8, /16, /24 - wjvdaru

24 L lit
L i /22 - wuvlu octet

/22 - split inside octet | ’

\\

&

J




e

-

@

H\R

@

Guided Challenge

192.188.35.150/22
/ 22 uses 22 network bits

Understand /22 = W

22 network bits
/22 = 22 bits vovinSavY J

/22 15 22 bits dwsudoungog

192 188 001000 11

|
)1\ J

k150 /22

’—.»0 DQ

— ¥

©
* ||

First 16 bits =

192.188
16 bits usn = 192.

C@ /22 splits inside an octet, not between octets.

\ 4

Need 6 more bits
from 3rd octet
oa\ﬂmwuan 6 bits
N octet i3

b & Y
) | Octet 1 Octet 2 First 6 bits of : Last 2 bits of Octet 4
| Network Network Octet 3 (Network) | Octet 3 (Host) Host
188 /’ /22 boundary
Network ends here , =
.
R i
00100011 — — | /22 ; Zf net:vork bits
¢ 16 bits from first 2 octets
Bihary 192 188 001000 ! 11 | 150 (10010110) 192166
Y% (11000000) | (10111100) . '

Split occurs
inside 3rd octet
ﬂ1Slllj\)lﬁC1i}Uﬂ'|U‘[U
octet i 3

001000 11
i

-l

(22 bits)

(10 bits)

/22 wuomelu octet
wlduuvs:K310 octet

e 6 bits from 3rd octet
(001000)

10 host bits

« 2 bits from 3rd octet (11)
» 8 bits from 4th octet (150)

This is why /22 is more

-

o °j\—_—

complex than /8, /16, /24.



.

Common Mistakes

Confusing IP address
and subnet mask

©

IP Address

Identifies the device

Thinking /24
means 24 dev

VS

' 192.168.1.25 | # 255.255.255.0

Defines the network

ices

0 /24 = 24 bits, not 24 devices

24 ces N

A\
L]
)

Be careful

2 8

Forgetting to change

/1 hostpartto0
29 Hgrdudsu Host Part 1u 0
= = — —
192.168.1.25 = 192.168.1. 0
T Mewmet=® . . Wetpeesl

4/

0 Start with simple patterns first

Trying /22 before

understanding /8, /16, /24

|
001000 { 11 | 15010110

i

4
Harder to understand!

f@‘ Al

ways focus on Network Part vs Host Part
tRIwAandou Network ua: Host wWukan

|
J

S/

©







Quick Check o -

Answer before you leave — T\eE T

0 | 9 In /24, how many octets
What does a subnet mask do?

are network?

192 .168 .1 | 25

e Q Find the Network ID: 0 :‘o‘ Are these in the same network?
192.168.5.77/24 - -
L )

192.168.1.20/24 192.168.2.99/24

o Q2UAINIUNDUDDNDINKDY ‘ (@) § Setrdetandicy Qj
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