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CYBER THREAT

•A cyber threat is 

something online that can:

• steal information, 

• damage devices, 

• trick people, 

• or cause harm



COMMON ONLINE THREATS

Threat Meaning

Malware Harmful software

Phishing Fake messages/websites

Password theft Someone tries to steal passwords

Online scams Tricks to steal money/accounts

Harmful content Unsafe or inappropriate content





1. Strange URL

2. Pressure

3. Unusual spelling

4. Asks for login
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2
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4









PASSWORDS





HOW TO MAKE STRONG PASSWORDS

 long – min 8

 symbols - @!.,*()#$%

 numbers

 mixed letters





PASSWORD CHALLENGE 

Which password is strongest?

Cat!Pizza92C

qwertyD

12345678B

football A



PASSWORD CHALLENGE 

Which password is strongest?

Cat!Pizza92C

qwertyD

12345678B

football A



WHAT IS 

TWO-FACTOR 

AUTHENTICATION?







DISCUSSION TIME

DANGEROUS OR SAFE?



Free Fire Free Diamond Hack

Your friend sends you a link to download

a Free Fire hack that gives you unlimited 

diamonds. You just have to enter your 

Free Fire username and password.



Random QR Code

A student sees a QR code sticker on a wall near 

the school canteen.

The text says:

“Scan here to get free internet data!”

The QR code opens a website asking students to 

enter their phone number, email, and password.



Friend Wants Password

Your close friend sends you a message:

“Can I borrow your account password? I only 

need it for 5 minutes. I promise I won’t change 

anything.”

They say they need it because their own account 

is not working.



Fake School Email

You have received this email from the school, or

at least it looks like it is from the school…





ANY QUESTIONS?





QUICK REVIEW

• What is phishing? 

• Name one cyber threat. 

• Why use strong passwords? 

• What is 2FA? 

• Should passwords be shared?



THE END
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