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Think Before
You Share

Precautions for Sharing Information Online
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Essential Question:
How can we decide if information is

safe, fair, and responsible to share?
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Privacy Accuracy Property Access Digital Footprint
Protect personal Check facts and Respect copyright Share with the right  Think about the long-term
and others’ share only what and give credit people in the right impact of what you

information. is true. when needed. places. share online.




Would You Share This?

One post can create many problems

. 2. Could this hurt

‘o someone?

Think about feelings, reputation,
and long-term impact.

M6 CS Class

24 members

€ A

‘ 1. Did they give
‘? permission?

Always respect others’
choices and boundaries.

a 3. Is it private?

Private moments are not
meant for public sharing.

Today

Gift

This is so funny &

4. Could it spread
o outside your group?

Once shared, you can’t
control where it goes.
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Why Should We Be Careful? . ...,

Admissions

Online sharing can affect your future B ' I | H
B Universities may

What you share can affect:

* your privacy

review your
online presence.

Scholarships

Opportunities can
be influenced by
your digital image.

your reputation

your friendships

your school life ﬁ Job
‘ Opportunities
- Employers often

check candidates
online.

your university applications

your future career

| , & )
. re &
— , | ™ Interviews &
: : (o} / > Future Career
something online / . ;
Your online actions

can shape how
others see you.

Your online actions become r=o

part of your digital identity. A,




—— The PAPA Model -— .

Four questions before sharing ——

By B
A - Accuracy

ANQNADY

P - Privacy

AnuudIun

Is this personal or sensitive?

-9

Is this information correct?

Think
‘ Before
°\ . Sharing '
P - Property A - Access
ansanuudnvag N15L2104
Who owns this content? Who should be

allowed to see it? )




P: Privacy

Protect personal information N
Unilasvayadiue ‘g home address

hone number
& @ Before sharing, ask: e P
~ Is this my 2 =| ID card

personal information? —

Is this someone else’s :

information? a ¥¥4¥) passwords

| Egr::g s ° private messages
o Could this ir;formation e medical or financial
: Cayse harm ) _=© information y

Ask for permission before sharing someone else’s information. 830
e 4




A Acc u ra cy Accuracy means checking

if information is true before
Check before you share U Barralk
mswaaunamws

A Unverified post Q Verified source Q Before sharing, ask:
\

Unknown User |
@ Justnow 4. Ministry of Public Health

AL www.moph.go.th

Is this true?

Shocking news! This will

change everythlng' Where did it come from?

Updated guidance on
seasonal illness prevention

[ 20 May 2025 Is the source reliable?

The Ministry of Public Health provides
recommended steps to prevent
seasonal illnesses and stay healthy.

Q No clear source

@ No date

0 Vague and unclear

Is it up to date?

Do other sources

06000

{, Q Official source ¢ Clear date « Reliable

\ confirm it?

Q /J
Source !m'a Date 09 Confirm | Do not share information
Check where it Check when it was ' ‘ Check with other only because it |OOkS

comes from. published. reliable sources.

interesting.
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P: Property

Respect ownership and copyright
lAMISWaUdNSuaziuavwavIu

Original creator

=

e Before using content, ask:

° & Who created this? Article
: Respect ownership
o A before you use.
® ’ Do | have permission? .
° Do | need to give credit? Design
° © Is it copyrighted? . Give credit
7™\
o & Canluse it for school work? Video i Presentation

' < \
They own the content
they create.

Ask permission
when needed

a articles

Examples of owned content:
‘ photos

I : music

\v'/ Give credit and ask permission when needed.

-
- -
-~ -
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Responsible use

My Presentation

Credit: Jane Smith
(https://example.com/photo)
Licensed under CC BY 4.0

Use content responsibly
and give proper credit.

‘...' designs
.y g

® @ Respect creators.

m presentations

T\

@ Build a better digital community.



-~ ~A: Access

p Control who can see it
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Q Before sharing, ask:

® Who should see this?
® |[s it public or private?

e Should only classmates see it?

e Should teachers or parents

see it?

e Can others download or copy it?

public post
private message
class group
shared folder
portfolio link

Teacher
involved

.
*

»

-yt ©
90—

[ 0 N Group/Class

Public

Anyone on the
internet can see it.

—_——

Everyone
can access

L P

Only selected people
(can be classmates).

T —

o®e Limitedto
T@® :grouwp

o s
090 — ]
Classroom Allow or block Prevent copy
communication download . & sharing

Only you and
chosen people
can see it.
Who can access
et Public
Anyone on the intemet
s®e Classmates only
@ ‘ar Only people in your class
K . () @  Teacher only
Highest privacy < @& Only your teachers
and control Private
Only you and chosen people
B2 U
Share via Protect your
link only information

(@) Remember: Access means deciding who can see or use your information. o Think first. Share smart. Stay safe. j
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Igital Footprint gy
1] ) - Jeiliswin
4 ooulauduéli ¢  Your footprint
T Everything you share can leave a trace g S
.@_ ,ala 9Soe a Sﬁ’a ) TuSusinentia people in your future.

== S oo " Va becia
¥ Your digital footprint can include: M ®= @ 3 A
o P ] R ) [ [

..':’— a @ ~ “.Q:.‘, ; . = vacal
Comments Q .1"-5;;*«@ BB w7 uts -

o HA® - mem
b s

]
— 200 o G
=
08 T e Py O
Photos ,’ﬂﬁ";?;: : éfjg‘f & Q

Admissions officers
may review your
online presence.

Videos ; 3 e ! 4
Likes
. Interviewers may
. look you up online.
Shares
"._ Employer / Job
Usernames . :

@ ACUEBE DB

Public Profiles

Employers may check
your digital footprint
before hiring.

e Would | be comfortable if a university or future employer saw this? \




ﬂ There Are No Secrets Online

Private does not always mean safe

It can spread
beyond the group

ko a Sapershet —= @ Public Post

Even in a private group:

: Copy &
\ Y ﬂ
\ .. Forward
a ) people can screenshot .

‘ _.’:.‘: Download g.3./ ¥ 120 23 M 45
4 people can forward messages T R I‘ kit " ‘ =
> o JJ‘ \ -
> & Repost ‘
> Q pﬁf:: - U r AN @ Public Feed
-L.‘ O

files can be downloaded

3
@ photos can be reposted

. 2 -

"'o o Bikd Take Out of - o o

messages can be taken Context & v
out of context .

[A Think: Could this become public? @
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Some Information

- Should Not Be Shared

Protect yourself and others o

S Personal information = Voyadousa

| ®
1
PV pe—
ID cards passports bank account passwords
details
. - B 0®6
a u° @9
medical private personal other people’s
information messages documents personal information

Think before you post personal information.
What you share today can stay online forever.
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PROTECT
YOURSELF

AND OTHERS




Small Details

Can Be Used to Deceive You

Be careful with information that seems harmless

@ Phishing = mskaanasvnvoaulad

Even simple details can be risky:
. U U ‘
@& e

1. Full Name 2. Birthday 3. School Name
Example: Example: Example:
Nattapong S. 15 Aug 2008 Yorworor School
. U ~
ga ==
5. Friend Names 6. Class Schedule 7. Job Title
Example: Example: Example:

Aun, Beam, Game Math (Mon 1st) Part-time Tutor

a
>
4. Hobbies

Example:
Basketball

0

8. Location

Example:
Bangkok

S

a [

Full Name Birthday School Name
aWa 1)
a dan

Hobbies Friend

Names
= i
= 9
Clzass Job Title Location
Schedule

Scammers can use details to make
fake messages look real.

Example of a

suspicious message

Unknown Contact
- Online

Hi, I'm from your school...

| saw your post and think
we have a lot in common.

Can you help me with
something real quick?

It won't take long.

Thanks!
10:24

0 ® Unknown sender
e Requests personal help

e Tries to build trust
* May lead to scams

Small details may seem harmless, but together they can reveal who you are.

Think before you share. Stay safe online!

( \\

-



' Legal and Ethical
Responsibility

L 0 Respect personal data and copyright

f A Be careful before posting:

copyrighted music

e—
PERMISSION CHECKLIST

7 Do | own the rights
D to this content?

@ Do | have permission
to share it?

movies or video clips

other people’s photos

it include anyone's
ID cards or passports (i Does it include any

personal '\nfom.\at‘\on? &l >
COPYRIGHTED CONTENT PERSONAL DATA @ Will sharing ““?) T :
private documents | ; . respect others: QR -
Protected by copyright Protected by privacy laws. o

Respect others' privacy
and keep it secure.

laws. Get permission
L
someone else’s ‘ before sharing.

personal information

g If any answer is NO, -
don't post it.

Q0BOEG®

s

9 Responsible sharing means respecting rights. 232




Think Before You Share Checkllst

—e A quick decision tool «—

Privacy Is it private? v
Property Do | own it or have permission?

Q Accuracy |s it accurate?

v
v
Access Who can access it? v
Could it hurt someone? ?

?

Q0000 0C

Would | be okay if it became public?




A screenshot of
a classmate’s private message

Scenario Challengé o

- Should we share it? o

In pairs or groups, choose:

e c A short-video post using
@ @ on copyrighted music

Share Do Not Share After
9 ) \__ Share Editing 9 m A school event photo

, , with students’ faces
Q Explain your reason using PAPA.

0 & A health rumor
P from social media

e @ A portfolio page
with a friend’s photo
!,

5 minutes ] .

Q urpose
Q udience
Q latform

) ccuracy




Exit Ticket

o—— Before you leave —o

You want to post a
photo from a school activity.

G What should you check before posting?

9 Which PAPA idea is most important?

e Why?

W__... Submit before leaving.




The End

——o Share information responsibly oc—

Before sharing, check:

&) Privacy ) Access
&) Accuracy /) Digital footprint
&) Property /) Possible harm

+* Think first. Share wisely. .

Privacy | Accuracy Property Access Digital Possible
footprint harm
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